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Onucanue IOT Vega Server

CeteBon cepBep |IOT Vega Server 37O MHCTPYMEHT AN OpraHuW3aumm ceTew
ctaHgapTa LoRaWAN nto6oro macuwtaba.

[MpenHa3HavyeH 019 ynpaBaeHUs ONMOPHOM CeTbio 6a30BbIX CTaHLMI, paboTatoLMX
nog ynpasneHmem 10O Packet forwarder oT komnaHum Semtech, npuema AaHHbIX C
OKOHEYHbIX YCTPOMUCTB W Mepefavm KX BHELWHUM MPUIIOXKEHUSM, a Takke nepenayu
OAHHbIX OT BHeWHMX npunoxeHunn Ha LoRaWAN ycTtponcTaa.

CepBep paboTaeT no cneumdukaumm LoRaWAN 1.02 v nopaepxmBaeTt ntobble
OKOHeYHble YCTPONCTBA, paboTatollme COrnacHoO AaHHOM BepCum cneumndunKaLmm.

Bce npuHsaTbIe OT OKOHEYHbIX YCTPOMUCTB AaHHbIE COXPAHAOTCH BO BCTPOEHHOM B
IOT Vega Server 6a3e gaHHbIX U BCerga AOCTYMNHbI 4719 BHELWHUX NMPUIOXKEHWIA.

OTkpbITbIn API, ocHOBaHHbINM Ha TexHonormn Web Socket mo3songeT nogkaoyaTb
K IOT Vega Server BHeWHWE MPUIOXKEHUS U MUCNONb30BaTb BO3MOXHOCTM LoRaWAN
CeTen B BalUMX NMPOEKTaX.

IOT Vega Server BbiNyCKaeTcad B BUAE KOHCOJBHOIO MPUIOXEHUS AN
onepaunoHHbix cuctem Windows, Linux u Linux-ARM (c6bopka pnona 3anycka Ha
nnatpopme 6a30BbIX CTaAHLMN).

Onsa ynpaeneHus cepBepom mcnonbdyetca npunoxerme IOT Vega AdminTool ¢
NPOCTbIM OPY>XeCTBEHHbIM MHTepdencom. AdminTool OTKpbIBaeT nepeg
aAMWUHUCTPATOPOM CepBepa WNPOKME BO3MOXHOCTK MO ynpasneHuto cetbto LoORaWAN.
C AdminTool Bbl MOXxeTe [06aBNAaTb B CETb HOBble OKOHeYHble ycTponcTBa LoRaWAN,
npocMaTpuBaTb KapTy CETU, KOHTPOIMPOBATb ©a30Bble CTaHLUMMK, a TakKXe ynpaBasiTbh
npaBamu nonb3oBatenen. |IOT Vega AdminTool npepoctansetcs B Buae Web-
NPUIOXKEHNS.

Onsa paboTbl C YCTPONCTBAMKN UCMONb3yeTCs KaneHTckoe npunoxeHune |OT Vega
Pulse Cc WWPOKMM CMEKTPOM BO3MOXHOCTEN W3BNEYEHUS LAHHbIX, OOPabOTKM W
npeAcTaBaeHns B pa3nnyHbix dopmaTtax (Tabnmua, rpadpuk, OTHET, AMarpaMmma).
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BO3MOYXHOCTW

MO nmeeT orpaHmMyeHmns No NPOMNyCKHOM CNOCO6HOCTU MHDOPMaLMK

o MakcumanbHasg 4acToTa COOOLWEHUN, MOoNayYaemMbiX OT  OKOHEYHbIX
YCTPOMNCTB B 30HE OENCTBMA JIOKaNbHOM ceTun (30Ha oxBaTa ogHomn bC) He
MOXeT npeBblWwaTh 3HavyeHus: 10 nakeToB B MUHYTY C  QyHKUMEN
noaTeepxxaeHuns 1 20 NakeToB B MUHYTY 6€3 NOATBEPXKAEHMS.

o [Mpun ycTaHOBKE pacrnmMcaHMa CeaHCOB CBA3M OKOHEYHbIX YCTPOMWCTB C
CepBEPOM OAMH pa3 B CYTKM, MAaKCUMaJIbHOE KOJIMYECTBO TaKMX YCTPONCTB
B 30HE [EeNCTBUA NIOKAJIbHOM CETU He MOXeT MpPeBbIlaTh YeTbipe ThICAYN
eanHUL,

o KonuuyectBo obpaweHun k cepepy |IOT Vega Server ¢ 3anpocom

NONb30BaTENbCKON MHOOPMaUMM  (3aNpOC OT BHELWHEro MpPUIOXEHUS
JLaHHbIX 06 YCTPOMCTBaX) HE MOXET NPEBbILLATL OAHO B MUHYTY.
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DyHKLMU

Monnepyka Ntobbix OkOHeYHbIX ycTponcTe LoRaWAN 1.0.1
[Mopaepyka OKOHEYHbIX YCTPONCTB Knacca A mn C
BcTpoeHHasa 6a3a faHHbIX

Monnepykka paboTbl C BHELWIHEN 6a30M AaHHbIX

YRno6HOe NpunoxeHne agMUHUCTPaToOpPa

[TocTpoeHue KapTbl CETH

YnpaBfieHVe Nob30oBaTENIMN CETU

MbKast HaCTPOMKa NOAKMOYEHHbBIX K CEpBEPY YCTPOMCTB
Mopaepykka MPOM3BOJIbHbIX YaCTOTHbBIX MJIaHOB

OHNaH NPOCMOTP MaKeTOB C KaXAOro YCTPOMCTBa (HUCxogdwme u
BOCXOALLME NaKeTbl)

o ['paduku CBA3M o KaXXLOro YCTPONCTBA B CETH

O O O O O O O O 0O O
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YCTaHOBKa

[Mepen o6bHOBNEHMEM (yCTaHOBKOM HOBOW BEPCUM) CepBepa, PEKOMEHOyeTCs
BbIMOJIHUTb pPE3epBHOE COXpaHeHMe 6a3bl daHHbiXx (B[l) u danna HacTpoek no
cnenyoLwmMmM NpUYNHaMm:

e HOBas Bepcus cepBepa mMoauouumpyet CTpykTypy bBl, nostomy, B ciyvae
HEeOH6XOAMMOCTW BO3BpaTa K MpeablayLLen BepCun, CepBep He CMOXET paboTaTb C
n3mMeHéHHom b/;

e dann C HaCTPOMKaMM MOXeT 6biTb 3aMeHeH GaioM 13 YCTaHOBOYHOrO MakeTa.
Bepcua nona  Linux nepen yCTaHOBKOM COXPaHSAET WMMEIOLLYIOCH BepCUio
KOHOUIrypaumMoHHOro ¢amna M  yyduTbiBaeT 3STWU  3HAYEHUS NpPU  CO3L4aHUMU
pe3y/ibTUpYoLWero KoHpurypaumoHHoro dawmna. [lpm paséope wumetrolerocs
KOHOUIypauMOHHOTO damna MOryT BO3HWKHYTb OLIMOKM W HACTPOWKWM OyayT
yTepsHbl. O6HOBNeHMe danmna HacTpoek Heob6XOAMMO, MOCKOJIbKY B HOBOW
BEpPCUK cepBepa AO06aBNEHbI HOBblE HACTPOMKMN.

Bepcusa pna Windows He TpebyeT yCTaHOBKW. Heo6Xx0AMMO pacrnakoBaTb apXumB U
3anyCTUTb UCTIONHAEMbIV pann.

[ns KoppekTHOM paboTbl cepBepa HEOOXOAMMO 06S3aTeNlbHO YCTaHOBWUTL Ob6e
BEPCUM BUBANOTEK, KOTOopble HaxoasaTcs B ampektopum IOT Vega Server/msvc c++
2013. Nocne 3TOro MOXHO Ha4yMHaTb paboTaTbh C CEPBEPOM.

Bepcusa pna Linux noctaengetcs B Buae yctaHoBo4yHoro DEB naketa ong 32-x v
64-X pa3psaHbIX CUCTEM.

[Mpouecc yCTaHOBKM NPUNOXEHUS Ha Linux:

e ckayaTb dann Ha l1K;

e YCTaHOBWUTb, BbIMONHMB KOMaHAy: sudo dpkg —i /nyTb/k/danny/iot-vega-server-
1.2.0.deb;

e 179 KOHPUIypUpPOBaHUS HEOBXOAMMO W3MEHUTb Ccoaepumoe damna C
HacTpomnkamu /opt/iot-vega-server/settings.conf;

e [19 3aMnycKa cepBepa B paboTy HEO6XOAMMO BbIMONHUTL CKpunT sudo ./iot-vega-
server.sh B anpektopun /opt/iot-vega-server nn6o HanucaTb HOBbIN CKPUMT C
yKasaHMeM nyTu K 6ubamoTekam (AMpekTopus yCTaHOBKM).

[ns KoppekTHOM paboTbl MNarnHa BHelwHen 6a3bl faHHbIXx MySQL Ha
onepaumoHHOM cucteme Linux Heo6xoanMmo Hannume mubnmnoTek libssl (Bepcum mnaawe
1.1.0) B cucteme, a UMeHHO onpeaeneHHbIX CUMBOJIbHbIX CCbIIOK. C MakeTom
NOCTaBASOTCS CCbIJIKM, HO 3a4aCTytO IMOO BEPCUM OUONMOTEK PA3HATCS, IMOO MeCTa
YCTaHOBOK. M3-3a Yero okasblBaeTCs HEBO3MOXHbIM 3amnyCK cepBepa. Jns peweHus
Npo6aeMbl BOCCTAHOB/IEHWNSI CCbIZIOK HEOOXOAMMO BbIMONHUTH CneaytoLlee:

e nepenTun B Nanky ¢ nnarnHamum gns b1 cd /opt/iot-vega-server/sqldrivers u

BbINONHUTL cnefytouyto komanay: LD_LIBRARY_PATH=/opt/iot-vega-server/

ldd libgsglmysqgl.so.
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MpUMepHbIN pe3ybTaT BbIMOIHEHUS:
linux-vdso.so.1 => (0x00007ffd035fe000)
libQt5Sql.so0.5 => /opt/iot-vega-server/libQt5Sql.so0.5 (0x00007f9a76730000)
libQt5Core.so.5 => /opt/iot-vega-server/libQt5Core.so.5 (0x00007f9a76010000)
libmysglclient.so.18 => /opt/iot-vega-server/libmysqlclient.so.18 (0x00007f9a75a40000)
libpthread.so.0 => /lib/x86_64-linux-gnu/libpthread.so.0 (0x00007f9a75822000)
libz.so.1 => /lib/x86_64-linux-gnu/libz.so.1 (0x00007f9a75609000)
libssl.s0.10 => /opt/iot-vega-server/libssl.s0.10 (0x00007f9a753aa000)
libcrypto.so.10 => /opt/iot-vega-server/libcrypto.so.10 (0x00007f9a74fce000)
libdl.so.2 => /lib/x86_64-linux-gnu/libdl.so.2 (0x00007f9a74dca000)
libstdc++.50.6 => /usr/lib/x86_64-linux-gnu/libstdc++.5s0.6 (0x00007f9a74ac6000)
libm.so.6 => /lib/x86_64-linux-gnu/libm.so.6 (0x00007f9a747c0000)
libgce_s.so.1 => /lib/x86_64-linux-gnu/libgcc_s.so.1 (0x00007f9a745aa000)
libc.so.6 => /lib/x86_64-linux-gnu/libc.so.6 (0x00007f9a741e1000)
libicui1l8n.s0.56 => /opt/iot-vega-server/libicuil8n.so.56 (0x00007f9a73d48000)
libicuuc.so.56 => /opt/iot-vega-server/libicuuc.s0.56 (0x00007f9a73990000)
libicudata.so.56 => /opt/iot-vega-server/libicudata.so.56 (0x00007f9a71fad000)
librt.so.1 => /lib/x86_64-linux-gnu/librt.so.1 (0x00007f9a71da5000)
libgthread-2.0.50.0 => /usr/lib/x86_64-linux-gnu/libgthread-2.0.s0.0 (0x00007f9a71ba3000)
libglib-2.0.50.0 => /lib/x86_64-linux-gnu/libglib-2.0.50.0 (0x00007f9a7189b000)
/lib64/Id-linux-x86-64.50.2 (0x00007f9a76b8a000)
libpcre.so.3 => /lib/x86_64-linux-gnu/libpcre.so.3 (0x00007f9a7165d000)

[laHHas KOMaHa OTo6paXkaeT 3aBUCUMOCTW A4N19 niarnHa 6a3bl AaHHbIX MySQL.
Ecnu o6Hapy»KeHbl MyCTble CTPOKM — HEOHXOAMMO BbIMONHUTbL MOUCK
COOTBETCTBYIOLWMX 6UBANOTEK Ha K ¢ cepBepoM 1 MponucaTb K HAM Ny Tb. [ns
3TOro HEO6XOAMMO BbINMOHUTL CReAyoLmMe LWaru:

® HeOb6XOAMMO CaMOCTOSTENIbHO BbIMOMHUTL MOUCK (KoMaHaa find / -name
“libcrypto*”) n co3pgaTb CMMBOJbHbIE CCbUTKM (KOMaHZa n —s
‘nyTb_K_6ubnunoteke” libcrypto.so.10) B nanke c cepsepom (/opt/iot-vega-
server) gna dannos libcrypto m libssl;

e 0OC/e Yero HeO6XOAMMO CHOBA BbIMOJIHNUTL KOMaH4y
LD_LIBRARY_PATH=/opt/iot-vega-server/ ldd libgsqlmysql.so B nanke c
naarMHamMmm n y6eamTbCs YTO BCE 3aBUCMMOCTU YAOBIETBOPEHDI.

Bepcua anga Linux-ARM nocTaenseTcsa B BUAe apxmBa U He TpebyeT YCTaHOBKMU.

ApxuB iot-vega-server (armhf) v1.1.5.tar.gz Heo6x0aMMO CKOMMPOBATH B
TpebyeMmyto Nanky 1 pasapxmeBmpoBaTb KoMmaHaow tar —xvf iot-vega-server (armhf)
vl.1.5.tar.gz.

[anee Heo6X0AMMO U3MEHNTb Gann KOHOUTypaumm Noa Balm TpeboBaHus. B
paboTy CepBep 3anyckaeTcs Yepes CKpunT iot-vega-server.sh.

Pa6oTa C BHELWHNMK 6azaMn JaHHbIX HE NOAAEPXNBAETCS.

PekomeHpayeTcs pa3BopaumBatb cepBep Linux-ARM Ha MOHTUpyemon
KapTe namaTn. [Mockonbky cepBep B npouecce cCBoel paboTbl
co3paeT ¢ann 6asbl AaHHbIX U ¢dannbl LOG'oB. 3TU ¢annbl MoryT
MMEeTb 3Ha4uTesIbHbIi O6bEM U MOTyT YMeEHbLaTb CPOK CNYX6bl
BCTPOEHHOMN NamsaTu.
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HacTponku

CepBep paboTaeT B aBTOHOMHOM pexunme, TpebyeTcs Nullb NepBOHaYabHOE
KOHOUIypUpOoBaHMe nepep 3anyckoM cepBepa. YTobbl OCYLIEeCTBUTb MNepBOHAYasIbHYO
HaCTPOMKY cepBepa HeOo6XOAMMO 3alTW B Mamnky C ¢dannamm cepBepa M OTKPbITb
settings.conf c momMoLLblo NIO60ro TEKCTOBOrO peaakTopa (Hanpumep, «blokKHOT»).

Mpun pepakTupoBaHun ¢anna settings.conf Henb3ss ucnonbs3oBaTb
CUMBON «!» - BOCK/NIMLLATENbHbINA 3HaK

Copepxxmumoe danna BbIMSANT ClenyowmMmMm 06pas3om:

# Host connection settings
[host]

# IP-address for UDP connection (gateway connection)
ip=127.0.0.1

# Port for UDP connection (gateway connection)
udpPort=8001

# Port for TCP (WebSocket) connection
tcpPort=8002

# "path" part of webSocket address
webSocketPath=/

# Flag of using SSL encryption for WebSocket
useSSL=0

# SSL certificate filename (certificate must be in server’s directory)
certFileName=cert.crt

# SSL key filename (key must be in server’s directory)
keyFileName=key.key

# LoRaWAN network settings
[lora]
# LoRaWAN network identifier (should be random between 1 and 127)
networkID=1
# LoRaWAN sub network identifier (should be random for subnetwork) [between
1 and 131071
networkArbitraryID=124365
# Flag for using Plug-and-Play gateways function.
# If this value is 1, server would automatically append all gateways which
connected to one
usePnPGateway=1

# Super user options
[root]
# Login for super user
root=root
# Password for super user (recommendation: change this password to your own)
password=123

# Console settings (volume of debug information)

[console]
# Maximum level of console messages that will be shown (levels of messages
represented below)

maxMsgLevel=20
# Maximum level of console messages that will be saved into LOG file (levels of
messages represented below)
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# Console message levels:
# errors =0

# uplink =1

# downlink =2

# warning =3

# info =4

# debug =20

maxLogMsgLevel=0
# Maximum count of log files. Now size of each log file internally constructed to

25MB.

#0 = unlimit count

# 1and2 = 2 files: current and previous
#3 = 3 files: current and 2 previous
# ...

# > 1000 = unlimit count

maxLogFilesCnt=3

# Common database settings
[database]
# The database would be optimized in this local time each day ( format
[hh:mm:ss] )
# This operation cause blocking of database for some small time ( about 10
seconds and below - depending on database size )
taskOptimizationTime=21:00:00
# Period of database defragmentation in days. This operation need to scale down
of database size.
# This operation cause blocking of database for some time ( about several
minutes - depending on database size ).
# So use real period value!

#0 = defragmentation is not processed
#1 = each 1 day ( not recommend )

# o

# > 365 = defragmentation is not processed

defragPeriod=30

# External DataBase settings
[external_db]

# Flag of using external DB
useExternalDb=0

# Type of external DB. Supported only next types:

# MYSQL

# SQLITE
typeExternalDb=MYSQL

# Name of external DB (schema's name for MYSQL)
nameExternalDb=server

# IP and port of DB's server ("localhost" is supported)
ipExternalDb=127.0.0.1
portExternalDb=5505

# User login and password (user should have maximum level of privileges)
userExternalDb=admin
passwordExternalDb=admin

# self-test settings
[selftest]

# Flag for enabling anonymous reports with possible server errors
enableReports=1

# Common email settings

[email]
# Timeout in seconds between two serial email sending
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emailTimeout=3

Cekums [host] conepXmT HaCTPOMKN MOPTOB N CETEBbLIX COEANHEHUIA:
ip — IP anpec yepes KoTopbIn 6yayT paboTaTh 6a30Bble CTaHLMW,

[aHHbIA napameTp HEO6XOAMMO N3MEHUTb Ha KOPpPEeKTHbIN IP aapec,
yepes KOTOpbI 6yayT pabotatbh 6asoBble cTaHuuU. B npoTtuBHom
cny4vae CBfi3n C 6a30BbIMU CTaHLMAMU He 6yaeT

udpPort — nopT ana 6a3osbix cTaHunm (bC);
tcpPort — mopT 4ns BHEWHUX NpunoxXeHu (B Tom Yncne anga AdminTool);
webSocketPath — copepxumoe nona «nyTtb» B agpece WebSocket. Ecnn 3apmaTth B
JaHHOM none /ws, TO npu nogkmoyeHun m3 AdminTool HyxHO 6yaeT ykasblBaTb
ws://address:port/ws;
useSSL — dnar paspeweHnsa ncnonbloBaHus SSL wmndoposanms onsg WebSocket;
certFileName — vma dpanna, B KOTOpom comepxmtcsa SSL cepTudmkat (C paclumpeHmnem);
keyFileName — nmsa danna, B KOToOpom comepxuntca SSL koY (C paclumpeHmnem).

Ons  HanaxuBaHua KOppekTHoW paboTbl  SSL  wndpoBaHMS Heob6XOAMMO
BbIMOJIHUTbL CNefyolwmne LENCTBUS:

e nonyuntb SSL ceptndumkat (M KNto4), NTOANNCAHHBIN LOBEPEHHBIM LIEHTPOM
cepTndmnKaumm (3ToO MOXKET 6bITb U 6eCnNaTHbIN LOBEPEHHbLIA LIEeHTP, Hanpumep
sslforfree nnn letsencrypt);

e yctaHoBuUTb OpenSSL Bepcumn 1.0.2 (cepBep ¢ Bepcunen OpenSSL 1.1.0 He
paboTaeT);

e CKOMMpOBaTb ¢annbl cepTudurKaTa 1 Ktova (oas linux 4OCTaTOYHO CO34aThb
CCbIJIKM) B AVPEKTOPUIO C CEPBEPOM,;

e paspewunTb UCnosb3oBaTh SSL WndpoBaHMe, NponmucaTb COOTBETCTBYIOLLME
nMeHa darnnoB (C cepTUOUKATOM U KIIIOYOM) B KOHOUTYPALIMOHHOM danne;

e 3anyCTUTb CepBep, MPOCIEANTb 3@ BO3MOXHbIMW OLLUMBKaAMMU.

Bepcua OpenSSL ana Windows pocTynHa Ha camTte iotvega.ru no CcCbiike
http://iotvega.com/content/ru/soft/server/Win320penSSL-1_0_2n.zip.

Cekums [lora] conep>xmT gaHHble ona naeHtTudukaumm B LoRa-cetu:
networklD — onpependet noentndukatop LoRaWAN cetu. lepen 3anyckom cepsepa
HEOBXOAMMO YCTAaHOBUTb CIyYanHOE 3Ha4YeHne B AnanasoHe oT 1 1o 127 BKIKOUYNTENBHO;

Ecnn B HenocpeacTBeHHOW 64AM30CTU 6yayT paboTaTb HECKObKO
ceten LoRaWAN, kotopble mncnonb3ytoT oauHakosble NetworklD -
KaXgass M3 ceTer NPOAOCAXUT paboTy B HOPMaJbHOM pexXume, HO
nepnogmyeckn 6yayT nosIBAATLCS OWMOKUM O HEKOPPEKTHOCTU
NwkSKey Toro unm nHoro yctpomncTsa:

Ny

“INVALID_DEVICE_NETWORK_SESSION_KEY”
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networkArbitrarylD — onpepenseT naoeHtndukatop noncetu. lNepen 3anyckom cepeepa
HEOB6XOAMMO YCTaHOBUTb Clly4YanHoe (Mnn onpeaeneHHoe) 3HavyeHme B npegenax ot 1 go
131071 BKIOUUTENBHO.

usePnPGateway - ¢nar paspeweHnss aBTomaTmyeckoro pgobasneHns bC Ha cepsep.
Ecnun aTa onumsa paspelleHa, cepBep Ntobyto Hem3BeCTHYO paHee bC byaeT no6aBnsTb B
CMUCOK 3aperncTpupoBaHHbix BC ¢ napameTpaMmmn NoO YMONYaHUIO.

Cekumsa [root] onpepensetr naoeHTUOUKALMOHHbIE AAHHbIE CyMepnob3oBaTens,
roe root — noruH, a password — napo/ib.

Cekums [console] 3agaeT HaCTPOMKM O6beMa BbIBOAMMON MHPOPMALIMK B KOHCOJb
n coxpaHenma ee B LOG damn (napameTpbl OaHHOM CEKLUMKM OOBHOBASKOTCH KaXKAyto
MWHYTY, NO3TOMY A1l U3MEHEHWS YPOBHS BbIBOAMMbIX COObLLEHMIM Nepe3anyCcK cepBepa
He HYXXeH):
maxMsglevel — MakCMManbHbIM YPOBEHb COOBLLEHNI (BKITIOYNTENBHO), KOTOPbIE 6YyayT
OTO6paxaTbCad B KOHCONM cepBepa. PacwmndpoBka ypOBHEM COOBLWEHMA MNpUBEAEHA
HWKeE;
maxLogMsglevel — MmakCrManbHbIN YPOBEHb COOBLLEHNIN, KOTOPbIE BYAYT COXPaHATbCA
B LOG dann.
maxLogFilesCnt — yncno otaenbHbix ¢pamnos ¢ LOG nHpopmaumen. CepBep cospaeT
dannbl ¢ LOG nHbopmMaumen ¢ orpaHnyeHmnem no pasmepy ogHoro ¢pawmna 25Mb. laHHas
HaACTpOWKa 3a4aeT Yncno Takmx damnos. O — HeorpaHnyeHHoe Yncno, 1 nam 2 — 2 danna,
3 -3 pannan T.4.

YPOBHM COOBLEHNIN KOHCONN:

e 0 =coobleHns C KPUTUYECKMMUN OLLNOKAMMU;

o 1 =ucxogsawme (uplink) coobuieHns;

e 2 =Bocxogauwme (downlink) coobuieHus;

e 3 =COO006LEHNS C NPefynpPexXLeHNIMU;

e 4 = MHGOPMALIMOHHbIE COOBLLEHNS (3a4aCTytO HECYT MHPOPMaALMIO OTNAaA0YHOIO
XapakTepa);

e 20 = coobueHnsa C OTNag0o4YHOM MHPOPMaLMEN.

Cekuuns [database] copepxuTt obuime HaCTPOMKN CEPBUCHbBIX YHKLMI NO paboTe
c BJl. B npouecce paboTbl cepBepa ¢ b/l, nponcxoant cospaHue u yaaneHue 3anmcen B
Tabnmuax B. lMpu aToM yBennumBaetcs oéusmyeckmn pasmep damnos bJl. Cepsep
BbINOJIHAET PYHKUMIO ONTUMM3aUMN copepxmumoro Bl — 3To yaaneHne HeakTyalbHbIX
OAHHbIX ANs YCTPOWCTB (BPeMS XpaHEHUSI «CbIPbIX» OAHHbIX AN KaXXOOro 13 yCTPOMUCTB
3aaeTca OTAENbHO) U NepepacnpeneneHme BbICBOHGOXAEHHOrO MecTa nocnie yaaneHms
HeaKTya/lbHbIX AaHHbIX. YAaneHue HeaKTyanbHbIX OAHHbIX BbIMOJHAETCS KaXKAble CYTKMU
(Bpems BbIMOJIHEHMS OO OOHOM MUWHYTbl) U ONTUMM3auma Tabnuu Bl BbinonHseTcs C
3a0aHHbIM MepuoaoM. LNNTENbHOCTb BbIMOJHEHUS ONTUMM3auMM Tabnuu B moxeTr
COCTaBNATb AO HECKOMbKMX MWUHYT (3aBUCUT OT mMowHocTn K ¢ cepsepom Bll). B
TeYeHUN JaHHOIO BPEMEHW BHELIHME NHTepdenChbl cepBepa byayT HEaKTUBHbI. [ToaTOMY
BPEMS Hayana BbINOJHEHUS OMTUMM3AUMW CnepyeT Bbli6MpaTb B MEPUOAbl MEHbLUEN
3arpyskm cepaepa.
taskOptimizationTime - Bpema Havana BbINOJHEHMS onTummzaumm Bl (dopmaTt
Y4:MM:CC);
defragPeriod — nepuoa mexay BbiNOJIHEHUAMU onTUMKM3aumm B/ (B AHAX).
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Cekumns [external_db] conoepuT HaCTPOMKM NO paboTe C BHEWHEN 6a30M AaHHbIX
(B[1) — nocne nsmMeHeHMs HaCTPOEK HEOHBXOAMMO Mepe3anyCTUTb CEPBEP:
useExternalDb - dnar, paspewatowmn paboTy c BHewHen b[. MoxeT npuHUMaTH
3HaveHus 1 nnm O;
typeExternalDb — napameTp, 3agatowmn Tvn BHewHen b/l B Buae ctpoku. B HacToswmm
MOMEHT NOALEPXKMBAOTCS ABa TUNa b/:
o MYSQL;
e SQLITE — co3paHune n pabota ¢ pamnom bl ¢ HaMMmeHoBaHMEM, OT/IMYAOLMMCS
OT HAaMMEHOBaHUS MO yMon4vaHuio («server.dby»).
nameExternalDb - HaumeHoBaHMe 6a3bl  gaHHbix. Ona  SQLITE cooTteBeTcByeT
HanMeHoBaHUO parna, ang MYSQL — HaMMeHOBaHME CXEMbI;
ipExternalDb — IP agpec cepsepa BHewHen CYB/, (He ncnonbsyetca ana SQLITE) B Buae
CTPOKM (NopnepxxumBaeTcs 3HavyeHne «localhost»);
portExternalDb — nopT cepsepa BHewHen CYB/ (He ncnonbdyetcs ang SQLITE);
userExternalDb — nms nonb3oBaTens gns aBTopmsauumm Ha cepeepe BHewHen CYB/ (He
ncrnonbzyetca gns SQLITE);
passwordExternalDb — naponb onsg aBTopmsaumm nosib3oBaTeNss Ha CepBepe BHeELUHEN
CYB[, (He ncnonbsyetca ona SQLITE).

Monb3oBaTtenb AOMKEH o6nagaTbh MaKCMMaJIbHbIMU MNpaBaMW Ha
BHeceHue nameHeHum B coctas b/l

Mpun nepexopne ¢ nokanbHon bl Ha BHelWwHIOO, NPU MepPBOM 3anycke
cepBepa AaHHble U3 nokanbHon b/l 6yayT nepemelleHbl BO BHELLHIOK

b

Ng

Cekumns [selftest] conepxnT dnar paspelleHns oTnpaBKM aHOHKUMHbIX COOBLLEHNI
C BO3MOXXHbIMWN OBHaPY>KEHHbIMW HENCMPABHOCTAMM.

CepBep B npouecce CBOer paboTbl HakamaMBaeT MHOOPMALMIO O BO3MOXHbIX
COOSIX U MOXET pa3 B CYTKM OTNPaBAATb AaHHble OTYETbl pPa3padoTYMKaM KOMMAHUK
Bera-A6contoT. ITa nHbopmaums byneT KpamHe MONE3HOM MNpU MOUCKE U peLueHnun
BO3MOXHbIX Cc6oeB B paboTe ceppepa. OTtnpaBngemas MHOOPMaUUA He COLEPXKUT
HUKaKMX KOHOUAEHUMANIbHbBIX AaHHbIX.

Cekuma [email] copepxuT oblwme HaACTPOMKM MO paboTe C 3NEeKTPOHHbLIMU
nMcbMamMu.  Tekyllass Bepcus cepBepa obnagaet GyHKUMOHANOM MO OTMApPaBKe
3NIEKTPOHHbBIX MUCEM (CM. COOTBETCTBYIOLLME KOMaHAbl API).

emailTimeout — MMHVMaNbHLIN NEPUOCL MeX Ay NOCNeLOBaTENbHbIMW OTMPaBKaMU
SJIEKTPOHHbIX TMUCEM B CeKyHAax. 3anpoC Ha OTNPaBKy 3NEeKTPOHHOrO MUCbMa,
NPUXOLSALLMI Yalle YKazaHHOro nepuoja, 6yaeT NpourHOpMpPOBaH.

KomaHpabl ons cepsepa npueeneHsl B panne APl IOT Vega Server Rev22 . pdf.
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IOT Vega AdminTool

MO 10T Vega AdminTool sBnsietcs  ynooHoim  Web-npunoxeHuem  ang
aOMUHUCTPUPOBAHUA CepBepa M MNO3BOMSET LOOABNATb B CETb HOBble OKOHEYHble
ycTponcTtea LoORaWAN, npocmaTpmBaTb KapTy CETU, KOHTPOJIMPOBATb 6a30Bble CTaHLINK,
a TaKkXxe ynpasnsiTb NpaBaMu rMosb3oBaTeNen.

Paszbepem npumep NOAKIOYEHUS HOBOW WIN PefaKTUPOBaHMS NapamMeTpoB
cywecTtByiouwen bC Ha cepepe (Puc. 1).

Gateway settings

Main settings Location

TX channel Latitude

Transmit power Longitude
14 0

RX only Companion Gateway Altitude

Comment

S save

Puc. 1. OkHo nogkntoyeHunsa bC Ha cepaep.

Oba3aTenbHble HACTPOMKMU:
Gateway ID — ngeHtnoumnkatop bC (16 wecTHaguaTePUYHbIX cCMMmBona — 8 banT);
TX channel — kaHan BC, ncnons3yemsin gnsg nepenavm CoOobLEHNN HA OKOHEYHbIE
ycTpomncTsa (downlink). [laHHbIM NapamMeTp yKa3biBaeTCsa B HacTpomkax MO
“packet_forwarder” Ha BC (06bl4HO B panne “global_conf.json”). o ymonyaHuio
ncnonbzyetca O kaHan;
Transmit power — MmowWHOCTb BelwaHms BC. MakcrmanbHas MOLLHOCTb BeLLaHUA O6bIYHO
obycnoBneHa cxemoTtexHukon bC n orpaHunyeHa B 10 “packet_forwarder”; npwu
npeBblleHUN JaHHOro napametpa bC 6yneT Bo3BpallaTh OWMOKY C COOTBETCTBYOLMM
KOLOM.

3necb HEO6XOAMMO OrOBOPUTbL KPUTEPUM, MO KOTOPLIM BblOBMpPaeTCs
Heo6X0AMMOE 3HaYeHME MOLLHOCTU BELLaHWS.

O6patnmcsa Kk panny «global_conf.json» n3 HacTpoek MO «packet_forwarder» Ha
BC.

B cnucke ponycTrmMbix HA6OPOB MapaMeTPOB BelaHus «tx_lut_..» conepxxmTcs
Habop MOLLHOCTEN, Ha KOTOpbIx BC MOXeT ocyLwecTBnaTh Nnepenayy. ns cTaHAapTHOroO
CMMCKa 3TO AMana3oH OT -6 Ao 27 AbM ¢ pa3HbiM Warom (Bcero 16 3HavyeHun).
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Tak ke nMeeTcs NapaMeTp «antenna_gainy, KOTOPbLIN onpenenseT ycuieHume
aHTEHHbI (B AbM).

B utore, pasHuua BenmnymnH « Transmit power» 1 «antenna_gain» gomKHa
COOTBETCTBOBATb O4HOMY U3 3HA4YeHUN U3 cnncka «tx_lut_..». Hanpumep,
«antenna_gain» = 3 0bM 1 nnaHupyeTca nepefaBaTb AaHHble Ha MOWHOCTM 10 obm
(«Transmit power»). PazHnua mexay «Transmit power» 1 «antenna_gain» coctaBnaeT
70BbM, HO TakOro 3HavyeHus HeT B crimcke «tx_lut_..» (M ecnm ncnonb3oBaTb Takom Habop
napameTpoB, TO NPW MOMbITKE OTNPaBKK AaHHbIX, BC 6yaeT npucbiiaTh COObLLEHNE C
OLIMBKOM O HEKOPPEKTHOW MOLLHOCTHK). banxanwmne paspelleHHble 3Ha4YeHNs 13
«tx_lut_..» 2170 6 1 10 oBbM, COOTBETCTBEHHO, A1 TAKOW KOHPUIYypaLMM pa3peLleHHble
3HaveHusa «Transmit power» 6yayT 9 nnn 13 gbm.

RX only — ¢nar, ykasbiBatowmm, 41o bC paboTaeT TONbKO Ha npuem. [pn yCcTaHOBKe
[aHHOro dnara, nepefaya AaHHbIX HA OKOHeYHble YCTPONCTBa Yepe3 COOTBETCTBYIOLLYIO
bC 3anpeueHa. [laHHas onuus BBeAEHa A5t OpraHmM3aumm «NoJIHO-AyrnaekcHom bC»: 31o
BapUaHT KOrA4a B HeENOCPeACTBEHHOW 6GAM30CTU yCTaHOBIEHO ABe bC 1 ogHa 13 HUX
paboTaeT TONbKO Ha NpMeM, a BTopas paboTaeT B OObIYHOM pexmme. [1pmn 3TomM
LOCTUTraeTCs HeMpepbIBHOCTb NPOCYLUMBaHUS paamoadupa;

Companion Gateway — naeHtupmkaTop bC KOMNaHbOHa, paboTatoLwen B HOPMaJibHOM
pPeXMME NMpU OpraHmM3aumMm «NoJIHO-AynnekcHom bCx»;

Comment — none ang kKommeHTapusa (Hanpumep, HaunmeHoBaHusa bC);

O6nacTb Location — conep>xuT nons ang BBoAa KoopamHaT pasmellenms bC:
LWMPOTa, AONTroTa, BbicoTa. Ecnm B BC nmeetcsa BctpoeHHbin GPS npreMHuK, BBEAEHHbIE
KOOPAMHATbI OyAyT OOHOBJMIEHbI aKTyasIbHbIMU 3HAYEHMUSAMU ABTOMATUYECKN.

PaszbepemM npumep pernctpaumm HOBOro yCTPOMUCTBA WU U3MEHEHUS
napamMmeTpoB cyllecTBytollero (Puc. 2 n Puc. 3).

Ha Puc. 2 npeactaBneH CHMMOK GOpMbl 419 PErMCcCTpaLmm yCTPOMNCTBaA C
yKa3aHMeM OCHOBHbIX MapaMeTpPOB.
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Device settings

Activation by personalisation (ABP) Over-the-air activation (OTAA)

i-device address (devAddr) Application identifier (AppEUI)

Aplication session key (AppSKey) Application key (AppKey)

Main settings Location
End-device name Latitude
0
i-device identifier (DevEUI) Longitude
0
i-device clas: Altitude

Expert settings Close

Puc. 2. OCHOBHble MapaMeTpbl A4J19 PerMcTpaLmm yCTPOMCTBA Ha cepBepe.

O6nacTb Activation by personalization (ABP) conepxuT napameTpbi
HeobxoAMMble AN PErMcTpaLnmM yCTPOMNCTBA Ha cepBepe Yepes ABP:
devAddr — agpec yctpomnctea B LORaWAN ceTu. 310 32-X paspsagHoOe Yncno B
LWecTHaauaTepuiHom Buae, Hanpumep 012345AB;
AppSKey — CeCCMOHHbBIN KNTOY MPUIOXKEHUS — 3TO CTPOKa 13 32-X WeCTHaaUaTEPNYHbIX
CVMMBOJIOB;
NwkSKey — ceTeBOWM CECCUOHHBIN K/IOY — 3TO CTPOKa M3 32-X WeCTHaaUaTEPUYHbIX
CVMMBOJIOB.

O6nactb Over-the-air activation (OTAA) coaepXuT napameTpbl HEO6XOANMblE
L9 perncTpaunm yCTpomncTea Ha cepepe vepes OTAA:
AppEUI — EUl nogeHTUdmKaTOp NPUNOXKEHUS YCTPONCTBA — CTPOKa M3 16-Tu
LWeCTHaALaTEPUYHbBIX CUMBOJIOB;
AppKey — K/1t04 NPUNIOXKEHNS YCTPOMUCTBA — 3TO CTPOKA 13 32-X LWeCTHaALATEPUYHbIX
CVMMBOJIOB.

[ns pernctpaumm yCTpomcTBa LOCTAaTOYHO yKa3aTb XOTS 6bl OAMH U3 TUMOB
aKTMBaUWMKM UM oba cpasy.

O6nacTtb Main settings conepxuT cnepytolme napameTpbi:
End-device name — nosib3oBaTeNbCKOE HAMMEHOBaHWE YCTPOMUCTBA;
DevEui — EUl naeHTUdUKaTOp YCTPONCTBA (YHMKANbHbIN HOMEP YCTPOMCTBA) - CTPOKaA U3
16-Tn wecTHaaUaTEPUYHbIX CUMBOJIOB;
End-device class — knacc ycTponcTea. 2TOT NapamMmeTp MOXET NPUHMMATb [Ba
3HaveHunsa: CLASS_A nn6o CLASS_C. lNMopaepxka yctponcts CLASS_B HaxoauTcs B
pa3paboTke.
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O6nacTb Location conepxuT nons ang ykasaHus KOOpAMHAT pa3MeLLeHUs
YCTPOWCTBA: LWMPOTa, [ONroTa, BbICOTA.

Class C device settings Regional settings
Class C device reaction time, (ms) Frequency plan
1000 EU868 o
Use Downlink queue for Class C N2 Frequency Enabled
1 X v
Adaptive data rate 2 KED v
v
¢ Enable server ADR
867100000 v
Preferred data rate
867300000 v
DRS v
Preferred transmit power £ 867500000 v
14 dBm v 867700000 v
867900000 v
Device RX settings RX2 Frequency, Hz
869525000
RX window
v
RX1 delay
1s v

RX2 data rate
DRO v
Join accept delay 1

g c v

Puc. 3. DkcnepTHble NapaMeTpbl 4J19 perMcTpaumm yCTPONCTBA Ha CepBepe.

Ha>kaB Ha ranouky Expert settings, MOXXHO MONYyYNTb LOCTYM K SKCMEPTHbIM
HaCTpoMKam ycTponcTea (cm Puc. 3).

O6nacTb Class C device settings noctynHa Tonbko yctponcteam CLASS_C.
[ oCTynHbI cnepytoume napaMmeTpsbl:
Class C reaction time — Bpems peakunm yctponctsa CLASS_C. 2710 Bpems mexay
OKOHYaHMEM MpUeMa COObLLEHNS CepBepa YCTPONCTBOM M HaYaNoOM OTMPABKM
BO3MOXHOIO OTBETa OT YCTPOWCTBA (T.€. MO CyTN BPeEMSI Ha MOATOTOBKY BO3MOXHOIO
oTBeTa). [lapameTp BBeAEH A1 yNyULIEeHNs KayeCTBa paboTbl C COOOLEHUIMN OT
cepBepa K ycTpomncTeam knacca C;
Use downlink queue for Class C — ¢nar paspelwatoLlmmi noMmewaTb NakeTbl 41s
OTMpaBkM B ovepeb oTnpaBku. 3a4acTtyto ycTpomnctea CLASS_C paboTatoT B “online”
PEXMME U eCIN NaKeT He JOCTaB/eH 4O YCTPONCTBA B HACTOSLWMIA MOMEHT, TO €ro
[OCTaBKa y)Ke He TpebyeTcs — B TaKOM C/lyyae ovepeb NakeToB He HyXXHa. Jaxe
HaoObOPOT, OYepenb CbirPaeT HEraTUBHYIO POJIb, KaK HAKOMUTENb Y)Ke YCTapeBLUEN
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MHbOpPMaLMN, KoTopasa 6yaeT nepellaHa B 0653aTelbHOM NOpPsLKe, 3aHUMas 3bupHoe
Bpems. [10 yMONYaHMIO Onums BbIK/tOYEHA.

O6nacTtb Adaptive data rate cogep>xmt HacTpomku anroputma ADR,
npefHa3sHaYeHHOr O A1 aBTOMATUYECKOrO U3MEHEHUSA CKOPOCTU BELLLaHUS YCTPONCTB B
3aBMCUMMOCTM OT KayeCTBa CBA3M (B YCNOBMIX XOPOLLEro NpruemMa CKOpOCTb byaeT
YBEJINYMBATHLCH, TEM CaMbIM CHUXas BpeMs nepeayn nakeToB 1 YBEINYMBAsS CPOK
CNy>6bl YCTPONCTBA OT BaTapewn):

Enable server ADR — dnar, pa3spelwatowmm paboTty anroputma ADR Ha cepBepe and
KOHKPETHOro YCTPOMCTBA (eC/n ranoyka CHATa, CepBep He OyAeT peryampoBaTb
CKOPOCTb Nepefaym yCTpouCTBa, gaxe ecnm anroputm ADR Ha caMOM yCcTponcTee
aKTUBUPOBAH);

Preferred data rate — 3HauyeHuMe DR (CKOpOCTH), K KOTOPOMY 6yAeT CTPEMUTHCS
anroput™m ADR cepsepa;

Preferred transmit power — MOWHOCTb NepefaTyMKa yCTPOMNCTBA, KOTOPYHO CEPBEP
3a4acCT eMy Npu o4epeHOM CeaHCce CBA3U.

Mapametp Preferred transmit power cTouT mameHaTb (ymMeHbLaTb
OTHOCUTE/IbHO 3Ha4YeHMsi MO YMOJIYaHUIO) B TOM CJlyvae ecau
KayecTBO CBfi3n AN YCTPOUCTBA Ha MaKCMMaJbHOW CKOPOCTHU
yAOBNETBOPUTESIBHO

O6nacTtb Device RX settings conepXuT HaCTPOMKM MPUEMHbIX OKOH YCTPOMCTBA:
RX window — HoMep npremMHoro okHa (1 nnm 2), yepes KoTopoe cepBep NO YMOJIHaHUIO
oyneT nepenasaTb AaHHble. ECM yCTaHOBUTBL 1-0e OKHO, TO B C/ly4ae eCcin cepBep He
MOXeT OTNPaBUTb AaHHble B 1-0e NnpneMHoe OKHO (Hanpumep, HeT ceoboaHom bC), To
OyAET BbIMOJHEHA MOMbITKA OTNPaBUTb AaHHbIE BO 2-0€ MPUEMHOE OKHO;
RX1 delay — 3apepr>kka OTKpbITUS YCTPONCTBOM NEPBOrO MPUEMHOIO OKHa (Mo
yMonyaHuio 1 cekyHAa). 2-0e npnemMHoe OKHO OTKpbIBaeTCs BCeraa (ecnu B nepeoe
NPMEeMHOE OKHO AaHHble He OblIM NPUHATHI) Yepes 1 cekyHay nocne 1-ro;
RX2 data rate — ckopocTb nepefayn AaHHbIX 4S9 2-T0 NPUEMHOIO OKHa;
Join accept delay 1 - 3agep)xka OTKpbITUS YCTPOUCTBOM NEPBOIro NPUEMHOIO OKHa 414
NONyYeHUs PeErmcTpaumoHHoOM nHGOopMaLMmM Npu akTuBauum B cet cnocotom OTAA
(no ymonuyaHuio 5 cekyHn).

Ecnn 6a3oBas cTaHumsa paboTaeT 4epe3 MOOGWU/IbHbIA MHTEPHET, TO
BE/IMMMHA 3aZlep)XeK AOCTAaBKU MaKeTOB AO TaKOW CTaHUUU MOXKET
BOCTUraTb CyleCTBeHHbIX BenuuuH. [loaTomy pna wusberaHus
npo6nem c paboTon ycTponcTB (oTnpaBka noaTeepxaeHunn n MAC-
KOMaHA) Heo6XoAMMO BpeMsi OTKPbITUS MepBOro NpUEMHOro OKHa
CABUHYTb 60nee yem Ha 1lc. O6bIMHO AOCTaTOYHO 3C MHTepBana. B
HEKOTOpbIX Clyvasx noTpebyeTcs cABUI Ha 60NblUMA UHTEepBan —
Heo6XxoAUMO CNneaunTb 3a CTabUIbHOCTbIO PaboTbl CEeTH.

O6nacTtb Regional settings coaep>XMT HACTPOMKM YaCTOTHOIO MNaaHa 44
COOTBETCTBYIOLLLErO YCTPONCTBA. 34eCh NpeasiaraeTcs BbiI6Op U3 ABYX CYLLECTBYOLLMX
HabopOB (OdPMLMaNbHBIN EBPOMNENCKNIM YaCTOTHbIN NNaH U OANH U3 BAPUAHTOB
POCCUMNCKOrO YaCTOTHOrO M/aHa), @ TakXXe MMeeTCs BO3MOXXHOCTb HAaCTPOUTb
YHUKaJbHbIN HabOp YacToT.

Kaxxabit n3 HAB6OPOB YaCTOT COCTOMUT U3:
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e Tpex KaHaJIoB C PUKCUPOBAHHBIMM YaCTOTaMM (LaHHblE KaHabl XXECTKO
3aZlaHbl B YCTPOMNCTBE 6€3 BO3MOXHOCTU X M3MEHEHUS Yepes3 MPOTOKON
LoRaWAN);

e MATU KaHaNOB A5 MPUEMa N nepenayn cooblleHunn. Ecnm kaHan He
MCNOJIb3yeTCs, HEOOXOAMMO 3a4aTb HYJIEBYIO YaCTOTY M OTKJIIOYUTD
COOTBETCTBYIOLLYIO rajloyKy B HacTpomkax Enabled,;

e O[HOrO KaHana, onpenensoLero 4acToTy npruema AaHHbIX 4J19 BTOPOro
NPUEMHOTrO OKHa.

Macka akT1BHbIX KaHanoB (cnmcok ¢naros Enabled) pacnonoxeHa cneea oT nonen
BBOZA YaCTOTbl M COAEPXKUT dnarn OTKAOYEHWNS/BKIIIOYEHNS COOTBETCTBYIOLLMX KaHAOB
(4acToT) ANs Nepenayvm OaHHbIX Ha YCTpOMCTBE. [JaHHbIM NapamMeTp nepenaeTcs
ycTpomncTsy npu kaxxgon JOIN npouenype v B Kaxxaom coobuieHnn anropntma ADR
(ecnn ADR pa3speLueH).

18 PeBun3ma 13 ot 31.10.2019



IE\\ Beaa IOT Vega Server/PykoBoacTBO

iq A B C O 11 1OT

[TpunoxxeHne A. OnmncaHme CTPYKTYypbl 6a3bl
OAHHbIX

MO IOT Vega Server B npouecce cBoen paboTbl MOCTOAHHO WCMOb3yeT 6asy
OaHHbIX (BCTpoeHHyto — SQLite mnm BHewHtotw). [ngd obecnevyeHus Hadvana pabdoThl
TpebyloTCd MUHUMANbHbIE HAaCTPOMKM MO AOCTYNy K BHEWHEW 6ase AaHHbiX, a 414
BCTPOEHHOM 6a3bl AaHHbIX HACTPOMKM He TpebytoTca Boobule. CTpyKTypa 6a3bl JaHHbIX B
060oUX Crlydasx Co3haeTcs aBToOMaTnyeckn. CnefyeTt UCKIIOYUTb BAUSIHUE NONb30BaTENS
HenocpeacTBEHHO Ha CTPYKTYpPY 6a3bl AaHHbIX, YTOObI HE HApPYLWKTb PaboTy cepBepa.

Tem He MeHee, CylleCTBYET BapMaHT paboTbl C 6a30M AaHHbIX B PpEXMUME TONbKO
4TeHus. Hanpumep, Npu CYUTbIBAHUU HAKOMJIEHHbIX OAHHbIX OT YCTPOMCTBA. Takomn
noaxon npu3BaH CHATb Harpysky C cepBepa Ha BblYMTbIBaHME [aHHbIX OT YCTPOWCTB
yepes APl 1 B LLe/IOM YCKOPUTb paboTy CUCTEMBI C 3anMpOCamMm Nonb3oBaTeNS.

Basa faHHbIX COCTOUT U3 CliefyoWwmx Tabanu:

o «bs» - nepeyeHb NOAKMOYEHHbIX 6Aa30BbIX CTAHLMN;

o «devices» - nepeyeHb NOAKIIKOYEHHbIX YCTPOWNCTB;

e «rawdata» - faHHblEe NPUHATbIE OT YCTPONCTB U NepefaHHble Ha YCTPOWCTBA;

e «queuetransmit» - oyepenb OTNPaBKM NAKETOB Ha YCTPOMUCTBO;

e «Ccoveragemap» - CMMUCOK 6a30BblX CTaHUWM, Yepe3 KOTopble ObiNn NPUHSTDI
[aHHble OT COOTBETCTBYIOLLEro yCcTpomncTBa. [10 gaHHOM Tabavue MOXHO MOCTPOUTH
KapTy MOKPbLITUS CETU;

e «deviceattributes» - CMMCOK CBOMCTB COOTBETCTBYIOLLEIO YCTPOMUCTBA;

e  «USers» - CMMCOK NOJib3OBaTeNEN;

e «userdevices» - CMUCOK YCTPOWMCTB, [AOCTYMHbIX COOTBETCTBYIOLLEMY
NONIb30BaTENIO.

OnucaHnne Tabnuuy «queuetransmit», «deviceattributes», «users» un
«userdevices» He 6yayT NnpuBeaeHbl, MOCKOJIbKY B 3TUX Tabamuax 1méo
XpaHutca  6ydepHas  uHbopmauusa, amb6o0  uHbopmauusa B
cneundpunyeckom dopmarte. lNpeanonaraercs, YTO fJaHHasA MHPOpMaL U
He NoTpebyeT NPSIMOro AOCTyna oas YTeHUs U Bcerga AOCTynHa vyepes
6bICTPO BbINONHsAEMbIE KOMaHAbl API

(L
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Ta6nuua 1 - CTpykTypa nonen Tabnumubl «bs» 6a3bl JaHHbIX
Mone Tun OaHHbIX OnvcaHne
id INTEGER YHUKaNbHbIN UAEHTUUKATOP CTPOKMU
mac TEXT ID 6a30BOW CTaHLUMKM
comment TEXT KommeHTapum
latency INTEGER TekyLas 3aaepxka no cetn bC-cepaep
downport INTEGER MopT ons nepenayn gaHHbIx Ha BC
hostaddress TEXT IP agpec bC ona nepenaym gaHHbIX
longitude REAL / KoopanHata BC — gonroTta

DOUBLE
latitude REAL / Koopamnata BC — wmpoTa
DOUBLE
altitude INTEGER KoopamHata bC — BbICOTa Ha MECTHOCTU
active INTEGER ®nar akTneHocTM bC (Ha cBa3M)
rxonly INTEGER ®nar pa6oTbl BC TONBKO Ha NpUeM
complimentarybsmac TEXT ID BC-kOMMaHbOHa, Yepe3 KOTOPYIO pa3peLlaeTcs
nepenasaTth JaHHble, ecnu Tekywas bC paboTaeT TONbKO
Ha Npuem

downlinkchannel INTEGER KaHan ong nepefnaym JaHHbIX
maxpower INTEGER MowwHocTb nepenayn yepes bC
lastonline INTEGER Bpems nocnenHen aktmeHoctm BC
lasttoken INTEGER TokeH nocnefHero NpUHATOro coobuleHns ot bC

Tabnuua 2 - CTpyKTypa nonen tabauvupl «rawdata» 6a3bl JaHHbIX

Mone Tvin faHHbIX Onuncanve

data BLOB JaHHble B HEX maccuBe

macbs TEXT ID 6a30BbIX CTaHUMI, Yepe3 KOTopble 6bin NepefaH NakeT,
O6beANHEHDI Yepes «+»

deveui TEXT ID ycTponcTtea

rssi INTEGER RSSI

snr REAL/DOUBLE  SNR

freq INTEGER YactotaB Iy

sf INTEGER SF

time INTEGER Bpems B popmaTte Mc, npoulenmx ¢ Hadana UNIX anoxu

fcntup INTEGER HOMep MakeTa

port INTEGER MCNOJIb3yEeMbIV MOPT

ack INTEGER Hannume dnara ACK B nakeTte

macdata BLOB MAC KomaHzbl

type INTEGER Twun nakeTa (CM onucaHmne komMaHabl «get_data» B API)

direction INTEGER Hanpasnenwe nepegaun: «UPLINK» nnn « DOWNLINK»

status TEXT Cratyc (cMm onmcaHue komanabl «get_data» B API)

activationside INTEGER ®nar, UCNonb3yeMblii TUMN aKTUBALMKM TEKYLLErO NakeTa

id BIGINT YHMKaNbHbIN MAEHTUPUKATOP CTPOKM

20
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Ta6nuua 3 - CTpyKTypa nonemn tabauupl «coveragemap» 6a3bl AaHHbIX

Mone Twvn AaHHbIX OnvcaHne

id INTEGER YHMKaNbHbIN MAEHTUPUKATOP CTPOKM

deveui TEXT ID ycTpomncTtea

macbs TEXT ID 6a30BOW CTaHUMM

snr REAL / DOUBLE SNR

rssi INTEGER RSSI

time INTEGER Bpems B dopmaTe Mc, npoleawwmx ¢ Havyana UNIX anoxm

Ta6nnua 4 - CTpyKkTypa nonen tabnmubl «devices» 6a3bl JaHHbIX

[Mone Twvn paHHbIX Onuncanuve

deveui TEXT ID ycTponcTaa

devname TEXT HanmeHoBaHWe yCTPOMNCTBA

appeui TEXT AppEUl ycTponcTsa

appkey BLOB AppKEY

devaddrabp INTEGER DevAddr onga ABP Tnna pernctpaumm

nwkskeyabp BLOB NwkSKEY ong ABP Tuna perncrtpaumm

appskeyabp BLOB AppSKEY ons ABP Tuna perncrpauum

devaddrotaa INTEGER DevAddr, coopmunpoBaHHbIn cepepom npm OTAA Tune
perncrpaumm

nwkskeyotaa BLOB NwkSKEY, cdopmmnpoBaHHbIn cepsepom npu OTAA Tune
perncrpaumm

appskeyotaa BLOB AppSKEY, chopmmpoBaHHbin cepepom npu OTAA Tune
perncrpaumm

devnonce INTEGER MocnenHum DevNonce B JOIN 3anpoce

lastjoints INTEGER Bpems nocnegHero JOIN B popmaTte MC, MpoLeaLmx ¢ Havana
UNIX anoxu

class INTEGER Knacc yctponcTsa: 1 = «A», 3 = «C»

rxwinnum INTEGER Homep ncnosib3yeMoro npmeMHoOro OKHa Ha yCTpOMUCTBe

timingprof INTEGER He ncnonb3yeTtcs, MOXET OTCYyTCTBOBATb

lastrssi INTEGER MocnenHwum RSSI B nakeTe OT yCTPOWCTBA

lastsnr INTEGER MocnenHunn SNR B nakeTe OT yCTPOMCTBA

lastpower INTEGER MoLwHOCTbL Nepefayn yCTpOUCTBa

lastsf INTEGER MocnenHwm SF B nakeTe OT yCTPOMCTBA

lastch INTEGER He ncnonbsyeTtcs

preferdr INTEGER MakcumanbHbi DR npun pa6oTe ADR

preferpower INTEGER He ncnonbsyetcs

fcntup INTEGER Homep nocnegHero npuHATOro nakeTa

fcntdown INTEGER Homep nocnegHero nepefaHHOro nakeTa

PeBn3ng 13 ot 31.10.2019
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dutycycle INTEGER He ncnonbsyetcs

chanmask INTEGER 16-6muTHas Macka KaHaoB

battery INTEGER He ncnonbsyeTtcs

adr INTEGER @nar pa3spelleHns ncrnonb3obaTb ADR (ycTpoincTBO)
macbs TEXT He ncnonbsyetcs

lastdatats INTEGER Bpemsa nocnepHem akTUBHOCTMN YCTPOMCTBA B MC
longitude REAL / DOUBLE KoopamHaTa yCTpOWCTBa — LOArOTa

latitude REAL / DOUBLE KoopauHaTa yCTpOMCTBa — LWIMpPOTa

altitude INTEGER KoopauHaTta yCTpOMCTBa — BbICOTa HA MECTHOCTU
freqplan INTEGER He ncrnonb3yeTcs, MOXET OTCYTCTBOBaTb
reactiontime INTEGER Bpems peakuum ycTpomncTsa

lastactivatside INTEGER Tvn aKTUBaLIMK, NCNONb3YEMbIN B MOCNEAHEM MPUHATOM NMakeTe
rxldelay INTEGER 3afepXKa OTKPbITUS MEPBOrO NMPUEMHOIO OKHa, C
rx2delay INTEGER 3aLepXKKa OTKPbITUS BTOPOIO MPUEMHOIO OKHa, C
joinldelay INTEGER 3anepxka oTkpbITMa nepeoro npuemHoro npu JOIN, ¢
join2delay INTEGER 3anepxka oTkpbITUs BTOporo npmemHoro npu JOIN, ¢
rx2dr INTEGER DR BTOpOro npnemMHoro okHa Ha yCTpomnucTee
rx2freq INTEGER YacToTa BTOPOro NnpMemMHoOro okHa, 'y,

freq4 INTEGER YacTtoTa kaHana N4, 'y,

freq5 INTEGER YacToTta kaHana Ne5, 'y,

freq6 INTEGER YacToTa KaHana N26, 'y,

freq7 INTEGER YacToTa kaHana N7, Iy,

freq8 INTEGER YacToTa kaHana Ne8, 'y

usedownqueue INTEGER ®dnar NCNonb3OBaHWS o4epeam NakeToB Ha OTMPaBKY
adrthrescounter INTEGER bydepHbin napameTp

serveradrenable INTEGER ®nar paspelleHums ncnonbzosaTb ADR (cepBsep)

id BIGINT YHUKaNbHbIV UOAEHTUOUKATOP CTPOKMU

hash BLOB YHUKaNbHag XaW-cyMMa A1t LAHHOTO YCTPOMCTBA
datastorageperiod  INTEGER Mepmofl XxpaHeEHWS AAaHHbIX 4J19 JaHHOTO YCTPOMCTBA
lastfreq INTEGER YacToTa nocnegHero NpuHATOro COO6LLEHUS

22
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[TpynoxeHne b. CTpyKTypa 1 COCTaB
OCHOBHbIX COObBLLEHNI B KOHCOW

MO 10T Vega Server B npouecce paboTbl BbIBOAUT B KOHCOJIb HEKOTOPYIO
onepaTtmnsHyto MHGopMaumto. O6beM BbIBOAMMON MHPOPMALIMKM 3aBUCUT OT
COOTBETCTBYIOLLMX HACTPOEK cepBepa (CM. onncaHmne KOHGUrypaumoHHoOro darna).

B KOHCONM MOTYT NOSIBAATLCA COOBLEHNS C OTNAAOYHOM MHDOPMaLUMEN, COCTaB
KOTOPbIX MOXeT MeHATbCSA. HO OCHOBHbIE TUMbl COOOLLEHNN HEM3MEHHDI. Hixke
NPUBELEHbI ONMUCAHNS UX CTPYKTYPbl U COCTaBa.

1. CoobueHune 0 HeNnoaAEPKNBAEMON BEPCUM NPOTOKONA, UCMNOJIb3yEMOIO B
MO PacketForwarder Ha BC.

CoobuleHne BblaeNeHO KPaCcHbIM LUIBETOM U HauyMHaeTcs co cTpokn « WARNING!
Skip gateway msg, invalid protocol version:». Jlanee naet nnpopmauusa o IP agpece bC
M UCMOJIb3yEMOM BEPCUM MPOTOKONA;

2. CoobuieHune 06 owmnbKe, BO3HMKLLEN NPU Nepeaade nakeTa Ha yCTPOMUCTBO
yepes bC.
CoobleHne BblaeNeHO CUPEHEBBIM LIBETOM M nMeeT dopmaT: «<< %1 | TX_ACK
%2 | %3», roe
%1 — |ID 6a30BOM CTaHUMU;
%2 — BpeMs nNpuemMa onbKu;
%03 — KOA OLWNOKM B BUAE CTPOKM.
BO3MOXHble KOAbI OLLIMOOK:
e «TOO_LARGE_GW_PING_ERR» - cnvwKkom 60onblon nuHr go bC;
e «COLLISION_ERR» - ykaszaHHOE B NakeTe BpeMs OTMNPaBKN YXKe 3aHATO
APYTUM COOBLLEHMNEM;
e «POWER_ERR» - B mocnegHem nakere A/ OTNPaBKM YKa3aHO
HEKOPPEKTHOE 3HaYEHNE MOLLHOCTU Nepepavu;
e «FREQ_ERR» - B nocnegHeM nakete 419 OTNPaBKM YKa3zaHO HEKOPPEKTHOE
3HaYeHWe YaCcTOThl Nepenavu;
e «NO_VACANT_GW» - HeT cBObOaHOM BC;
e «PAYLOAD_SIZE_ERR» - HEBO3MOXHO OTMPaBUTb NAKET YKa3aHHOW AJINHbI.

3. CoobueHue o npuHsaTom JOIN 3anpoce.
LiBeT coobLLeHns )EnTbir, GopMaT COOBLLEHUS: «
», rae

— |D 6a3oBoOW CTaHLNK;

— ID (DevEUI) ycTponcTBa;

— [laTa U BpeMs npuema CoobLEeHMSs, C TOYHOCTbIO 4O MC;

—yacTtoTta B Ml'y, ¢ ToyHocTbio g0 100 Kkly;

— 3HayeHme SF;

— 3HayeHune RSSI;

— 3HayeHune SNR;

— pe3ynbTaT 06paboTKM COObLLEHUS. MOXKET MPUHMMATb OAHO U3 CenyLLMX
3HaYeHUN:

* « » - 3aNpoC 06paboTaH KOPPEKTHO, ObyeT OTNPaB/IEH OTBET;
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* « » - HENM3BECTHOE YCTPOMCTBO,
roe — 3TO ncnosnb3lyemoin B nakete DevNonce B HEX;

* « » - NPMeM NOBTOPHOIO 3anpoca;

e « » - 3HaveHne AppEUI 13 3anpoca He coBnagaeT C TeMm,

4TO YKa3aHO Mpu perncTpaumm yCTpomncTaa.

4. CoobueHune o6 otnpasneHHoM oTteeTe Ha JOIN 3anpoc.

Fony6om ueT TekcTa. DopmMaT cooblieHus: «>> GW-%1: JOIN_REQ | %2 | %3
| SF%5 | VALIDATED», roe

%1 — ID 6a30BOM CTaHUMW;

%2 — ID (DevEUI) ycTponcTaa;

%3 — paTa 1 BpeMs npmema COObLLEHNS, C TOYHOCTbIO 4O MC;

%4 — yacTtoTa B Ml'l, ¢ TouHocTbio A0 100 Kly;

%5 — 3Ha4veHue SF.

5. CoobueHne o0 NPUHATOM NakeTe OT YCTPOUCTBA.
3eneHbil LBeT TekcTa. PopmaTt cooblieHns: «>> GW-%1: %2 | %3 | %4 | %5

| SF%6 | RSSI:%7 | %8 | CNT:%9 | PORT:%10 | %11», roe

%1 — ID 6a30BOM CTaHUWK;
%2 — Tun naketa. icnonbsyetca « CONF_UP» nnn «UNCOF_UP». Ecnu B nakeTte
npucyTcTBytoT MAC gaHHble, K TUMy A406aBASETCS CUMBOJbI «+M»;
%3 — ID (DevEUI) ycTponcTaa;
%4 — naTa 1 BpemMs npmema coobLleHus, C TOYHOCTbIO 4O MC;
%05 — yacTtoTa B Ml'L, ¢ ToyHOoCTbIO A0 100 Klu;
%06 — 3HavyeHue SF;
%07 — 3Ha4veHune RSSI;
%08 — 3HayeHune SNR;
%09 — HOMep nakeTa;
%010 — HOMep NopTa;
%11 — ponosHuTeNbHas MHPopMaumsa. MoxeT coaepkaTb ClenytoLyto
NHbOPMaLUIO:
® eCJ/IM MaKeT MOBTOPHbIV OT YCTPOWCTBA, LAaHHOE MOJIE€ COLEPXKUT KOL,
«REPETITION PACKET» 1 LBET TEKCTa COOOLLEHNA CTAHOBUTCSA CUHUM;
® Haye coaepXUT MHOOPMALIMIO O pa3Mepe NPUHATOro CoobLLeHNs B BUAE
«[%1]», roe %1 — pa3mep coobuieHuns B 6banTax. ECnm nononHMTeNnbHO
copepxatcst MAC paHHble, TO fO6aBNIETCs U X pa3Mep B Buae « | M
[%1]», roe %1 — pasamep MAC fgaHHbIX B 6anTax.

6. CoobleHne 06 oTnpaBieHHOM NakeTe Ans yCTPOUCTBA.
DunoneTtosbin LUBeT TekcTa. PopmaTt coobuieHus: «>> GW-%1: %2 | %3 | %4 |

%5 | SF%6 | CNT:%7 | PORT:%8 | %9», rae

24

%1 — ID 6a30BON CTaHLWUK;

%2 — T1n nakeTta. Micnonbzyetcd «CONF_DOWN» nin «UNCOF_DOWN». Ecnu B
nakete npucyTcTBytoT MAC faHHble, K TUNY 4O6aBASETCA CUMBONbI «+M»;

%3 — ID (DevEUI) ycTponcTea;

%4 — paTa 1 Bpems Npuxona NOATBEPXKAEHWNS 06 OTMpaBKke CoobLLeHMs (He
nyTaTb C peafibHbIM BPEMEHEM OTMPAaBKU);

%05 — yacTtoTa B Ml'L, ¢ ToyHOoCThO A0 100 Klu;

%06 — 3Ha4veHue SF;

%07 — HOMEp MaKkeTa;
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%8 — HoMep nNopTa;

%9 — coaepXuT MHGOPMaUMIO O pasMepe nepeLaBaeMoro coobLeHms B Buae
«[%1]», roe %1 — pa3mep coobuieHns B 6anTax. ECnm LONOAHNTENBHO
copepxatcs MAC paHHble, TO fO6aBNIeTCs U X pa3mMep B Buae « | M [%1]», roe
%1 — pa3mep MAC paHHbIX B 6anTax.

7. CoobueHne 0 BO3HUKLLIMX OM6KaxX Npu oTrnpaBke AaHHbIX.
KpacHbii uBeT TekcTa. PopmaTt coobuieHus: «>> GW-%1: %2 | %3 | %4 | %5
|», roe
%1 — ID 6a30BOM CTaHUMK;
%2 — TN nakeTa. lcnonb3zyetcss «<UNCONF», «CONFRM» nnn «UNCKNOWN>».
Ecnun B nakete npucytctBytoT MAC aaHHble, K TUNY A06aBASETCS CUMBOJIbI «+M»;
%3 — ID (DevEUI) ycTponcTBa;
%4 — faTa v BpeMs NOMbITKU HEeYCNeLWwHOM OTNPaBKK;
%5 — KOA, OWNOKM B BUAE CTPOKM.
BO3MOXHble KOAbl OLLMOOK:
e «TOO_LARGE_GW_PING_ERR» - ciMwiKom 60/blwon nuHr go bC;
e «COLLISION_ERR» - ykaszaHHOE B NakeTe BpeMs OTMNPaBKN YXKe 3aHATO
APYTMM COOBLLEHMNEM;
e «POWER_ERR» - B mocnegHem nakere A/ OTMNPaBKM YKa3aHO
HEKOPPEKTHOE 3HaYEHME MOLLHOCTM Nepesayu,
e «FREQ_ERR» - B nocnegHeM nakete 419 OTNPaBKM YKa3zaHO HEKOPPEKTHOE
3HaYeHMe YaCcTOThl Nepenavu;
e «NO_VACANT_GW» - HeT cBObOAHOM BC;
e «PAYLOAD_SIZE_ERR» - HEBO3MOXXHO OTMPaBUTb NaKeT YKa3aHHOM AJINHbI.
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NHdopmaums 0 AOKYyMeHTe

3aronoBoK

Tun noKyMeHTa

HOMep OOKYMEHTa

Homep 1 fata nocnenHen pesmsum

IOT Vega Server
PykoBoacTso
BO2-server-01
13 o7 31.10.2019

oTOT OJOKYMEHT NMPUMEHUM K CNeAyOWNUM NpoaYyKTaM:

Tun npoaykTta

MporpammHoe obecnedyeHme

VcTopusa pesnsnm

Ha3BaHue npoaykTa
IOT Vega Server
IOT Vega Admin Tool

Pesusnsa [ata Umsa KommeHTapuu

01 05.06.2017 KEB [aTa co3paHus fOKyMeHTa

02 06.06.2017 MAUN Menkue npaBku

03 16.06.2017 KEB Menkue npaBku

04 10.07.2017  MAM ,D,o6aBnet| pa3nen «YCTaHOBKa», UCMpaBJieH pa3aen
«HacTtpowka»

05 14.08.2017 KEB Menkue npaBku

06 31082017 MAMU [ob6aeneH pa3nen «IOT Vega AdmlvnTool»,
CKOPPEKTUPOBaH pa3aen «Hactpomnka»

07 27.09.2017 MAUN Menkue npaeku B pasgene «lOT Vega AdminTool»

08 20.12.2017 MAUN VI3ameHeHuns B pasaene «HacTpomkm»

09 15012018 MAM VI3meHeHus B pasgene <<yCTaHOBKa>>.M «HacTtpownkn» B
CBA3K C pobaBneHmnem Bepcum gas Linux ARM
[lo6aBneHa ccbinika Ha openssl u pekoMeHaaLnm No

10 22.01.2018 BUKO  ponycTMMbIM CMMBONaM B settings.conf B pasaene
«HacTponku»

11 12.02.2018 MAUN Ho6asneHbl NpunoxerHna Amn b

12 58092018 MAM Mi3meHeHus B onncaHum Ha cepeep, cocTase
KOHPUrypaumoHHoro ¢panna n coctase Tabnumy b/l

13 31.10.2019 KEB [o6aBneHbl MyHKTbl KacaTelbHO BO3MOXHoCTen MO
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